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KOHTPOJIbHASl TOYKA. T3-CERT-v0.14. 3adukcupoBatnt! reproducibility capsule, environment/dependency

locks, metrepmuHupoBaHHast cbopka, SLSA-aligned local provenance, TeCTOBbIE BEKTODHI ¥ ITPOTOKOJI
HEe3aBHCUMOT'0 IIOBTOPHOTO 3aIlycCKa.

CTATYCHbIW 3AMOK. truth layer promotion=0. JIoKanbHEIi IOBTOPHEIHN 3allycK uMeeT cTaTyc NUM.
HezaBucumeii EXT-RUN He ucnonaeH; EMP-OBS orcyTrcTtByeT. [lognnuch UM xeml MOATBEPKAAIOT
IIPOKCXOXKAEeHUE U I1eJIOCTHOCTh, a He GU3NYECKYyI0 UCTUHHOCTS.
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MacnopT Bbinycka T3-CERT-v0.14

Mone 3admkcupoBaHHOe 3Ha4YeHue

ABTOpD Kypnumes MBan Bopucosuu
IIpoekT JIOTUKA KYPITUIIEBA 2 - Bazosriit npoekt KLT-RBD
Tom III - V*P-busuka u cTpatTuduuupoBaHHOE BpeMs
KoHTponbHas TouKa T3-CERT-v0.14
TIpenpinymas To4Ka T3-RBD-v0.13

Kop, environment lock, dependency ledger, test vectors,

L pBEEAET deterministic build, independent rerun protocol
KanoHUYeCKu#l UMIIOPT Tom I v197 RU; Tom II T2-FREEZE-v1.0; T3-RBD-v0.13
MaTteMmaTudecKui cTaTyc DEF / PROP / NUM; BHewuui trust bridge OPEN
Qusnyeckuit craTyc MODEL / PHY-HYP; EMP-OBS otcytcTByeT
Cnenymomas To4ka T3-END2END-v0.15

0. PeecTp u3aMeHeHUM

ID N3meHeHue CraTtyc

BBefieHa 4eTHIPEX3HAYHAsA CUCTEMa
T3-CS-073 verdict: SAME-BYTES / SAME- DEF-A
SEMANTICS / DIVERGED / ABSTAIN

Onpepnenén reproducibility capsule u
T3-CS-074 00sI3aTeIbHEIE TI0JIS DEF-A
environment/dependency lock

ITocTpoena metepMuHuUpoOBaHHasa ZIP-
T3-CS-075 cbopKa ¢ HopManu3aluel BpeMeHH, PROP/NUM
TIopsifiKa, MyTel U pexKUMOB

CdopmupoBaHa SLSA-aligned local

T3-CS-076 provenance 6e3 3asiBIEHUS YPOBHS U 6e3 MODEL
MIOMTIUCH
TIpoBenmén aymut KLT 4.14, KLT 5.1,

T3-CS-077 KLT2 v63, klt6 v50 u release v4.80 NUM-AUDIT
O6HapyKkeHO pacxoxpenue 1/17

UG0S sanuceit MANIFEST v4 80.json HALOERER

T3-CS-079 CocTaBJieH He3aBUCUMEBIN rerun receipt EMP-PLAN
contract

T3-CS-080 Brmonuen T3-CERT-NUM-001: NUM

20000/20000
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1. HasHavYeHue n pokKa3saTeJsibHble rpaHuLbl

OHTOJIOINSl. BEIYnCIUTENbHEIN CepTU(UKAT CYIIECTBYET KaK CBSI3aHHEIM HAG0P MCXOTHUKOB, HHCTPYKLINH,
OKDPY2KEeHU s, 3aBUCUMOCTEMN, TECTOBBEIX BEKTOPOB, apTedaKTOB, Xelllel 1 provenance.

FTHOCEOJIOIUA. Bocnpou3BOOUMOCTh CUUTAETCS YCTAHOBIEHHOW TOJIBKO AJISI SBHO IIE€PEeYUCIIEHHBIX
apTedakToB U IpU IOBTOPEHUY 0OBSIBIIEHHBIX ICTOYHUKOB, OKPYKeHHUd 1 KomaHz. CoBrageHue
dyHKIMOHANBHOTO pe3ybTaTa cjlabee coBllageHus 6ailToB.

DEHOMEHOJIOINA. [Ins uccnemoBaTens: cepTUUKAT MPOSIBISIETCSA KaK BO3MOXKHOCTD B35ITh 3aMOPOXKEHHBIN
TIAKET, BLIIIOJIHUTh OJHY OOBSIBJIEHHYIO IIPOLIEAYPY U MOJIy4YUTh IpoBepsieMeri verdict.

®U3NYECKUI CMbICJI1. Bocpou3BOOMMEIil KOT O3BOJISIET IIOBTOPUTEL MOfieIbHOe BhHYucIeHue. OH He
IIOKa3bIBaeT, YTO MOMEe/Ib ONKUCHBAET IIPUPOAY, ITI0Ka He NMOAKII0OUYEHE U3MEPUTENbHEIE JaHHBIE U He3aBUCUMBIU
9MMOUPHUYECKUN IIPOTOKOII.

OrPAHUYEHME. JlokanbHas caMompoBepKa He siBnseTcsa He3aBucuMbiM EXT-RUN. Hash equality e
OOKAa3bIBAET KOPPEKTHOCTH (DOPMYJIBL; IIOAINUCEH HE TOKa3kIBaeT UCTUHHOCTE Mopeny; SBOM He moKa3bIBaeT
OTCYTCTBHE yI3BUMOCTEH.

ABTOPCKAS HOBMU3HA. B apxutektype Kypnumesa ceptudukart BkIo4éH B Reper/D/Dom-11en1ouKy 1
TIEPEHOCUT CTATYyCHBIM BEKTOP 6€3 moBHIIIeHU: source-card -> proof object -> code capsule -> rerun receipt ->
forecast gate.

1.1. F'paHuua prior art
Y3en Ponb F'paHuua
OuT-B-OMT BOCIIPOM3BOOUMOCTE IIPH
Reproducible Builds OOMHAKOBBIX odunmanpHOE onpeneneHue

source/environment/instructions

build/source provenance u nposepsieMast
LIeTI0YKa IPOUCXOKIEHUS

SLSA v1.2 Linux Foundation standard

MIOPSINOK ¥ YYACTHUKYU IIaroB supply

in-toto chain

CNCEF prior art

mamuHountaemele BOM u dependency

SPDX 3.0.1 / CycloneDX 1.7 P e

SBOM prior art

nopnuck, identity binding u

Sigstore transparency log

supply-chain prior art

blocker-safe capsule, status firewall u

T3-CERT EXT-RUN receipt

ABTOPCKasi KOMITO3ULIUA
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2. DopManbHaa Mopesib BOCNpPoOu3BoaMMon coopku

Build : S xEx I~ A
S = source snapshot, E = environment, I = build instructions
Reproducible(A) < Vri,r2 with same (S,E,I): bytes(A:1)=bytes(Az)
OnpeodeneHue T3-CERT-1 [DEF]. YacmuuyHocmb coxpaHsem ABSTAIN npu HenosiHom exooe.

TTomne E BKIIOYaeT He TOJILKO Ha3BaHME ONEPAlMOHHON CUCTEeMbI. [I7151 JeHCTBYIOIIEeH COOPKU ITePeUnCsIoTCS
BepCHUsI WHTepHpeTaTopa MM KOMITHUIIITOPA, 3aBUCHUMOCTH, apxXuTeKTypa, locale, timezone, mepeMeHHEBIE
okpyxkeHus, build path policy, daiinoBrie pa3pemeHus U UCTOYHUK BpEMEHU.

2.1. Verdict lattice

Verdict lattice for a rerun

SAME-SEMANTICS ABSTAIN
bytes differ, declared 3 uir:l;\:)EuF:GEEdiffer inputs or evidence
unctional equivalenc qa p incomplete

SAME-BYTES
identical digest

SIAME-SEMANTICS is allowed only if the semantic comparator was frozen before the rerun.
local self-rerun is NUM. An independent sighed receipt is EXT-RUN. Neither is EMP-OBS.

PucyHok 1. Verdict evitbupaemcs no caabetiwemy ob6s13ameibHOMY Kpumepuro.
Verdict Ycnosue Pa3peLuéHHbIA BbIBOA,

SAME-BYTES SHA-256 1 pasmep coBraa cTporas JIoKajbHas BOCIPOU3BOAUMOCTD
apredakTa
6ai Tl pa3JIMYHEL, 3apaHee
SAME-SEMANTICS 3aMOpOKEHHBIM comparator
IIOATBEPKAaeT 9KBUBAJIEHTHOCTD

TOJIBKO /IS 00BABIIEHHOTO semantic
contract

DIVERGED 06:13aTeNbHEL BEIBOT, My digest pacxoxpaeHue, Tpebyioliee THAarHOCTUKYU
pa3nuyaeTrcs
HeT lock, Dom, input hash, build

ABSTAIN g’
command 6o receipt

BBIBOJI 3aIIpEIIEH
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3. Reproducibility capsule

Reproducibility capsule T3-CERT-v0.14
ource snapsho Build Environment Dependency Test vectors Artifact
+ digest instructions lock lock / SBOM + |expected outputs + manifest

Provenance + signatures + logs + status vector
subject hash binds the capsule; no field may promote truth status

[ Missing mandatory component -> ABSTAIN ]

PucyHok 2. Kancyaa ceasvieaem 8ce 8xo0bl U pe3yibmambl Yepes subject hash.
3.1. Obsa3aTeNnbHbIX KOHTPAKT
KoMmnoHeHT MuHuMmansHoe none HasHauyeHue

source immutable snapshot + SHA-256 TOTHO To GailTH, 13 KOTOPLIX

BBITIOJIHSIJIACH COOpPKa
build eptrypomt, komaHnpsl, flags, working 663 yCTHEIX MAToB
directory

OS/runtime/architecture/locale/TZ/

environment . environment lock
variables
dependencies TouHBle Bepcuu + artifact hashes lockfile unu vendored bundle
test vectors input, expected output, tolerances IIpeaBapUTeIbHO 3aMOPOXKEHHEI
artifact ums, media type, bytes, digest subject ceprTudukara
provenance Euﬂder, parameters, dependencies, HETOANKCAHHAs 3aIUCh HE SB/IAETCH
yproducts trust receipt
status NUM / EXT-RUN / EMP-OBS channels HeckansapHbl firewall

Cert build = (S,E,I,D,T,A,H,P,R,Status)
missing mandatory component -> ABSTAIN

D - dependency ledger; T - test vectors; P - provenance; R - external rerun receipt.
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4. leTepMMHUpPOBaHHaA cOOpKa u ynpaBneHue

BAPMUATUBHOCTbLIO

Deterministic build: variance is normalized, not wished away

Volatile inputs

* timestamps

* locale / timezone
* file order

¢ build path

* permissions

* random seeds

Normalization

* SOURCE_DATE_EPOCH
+ C.UTF-8 /UTC

* dependency resolution

* lexical ordering

* path mapping

* fixed modes

* frozen seed

* lockfile + hashes

Stable artifact

same source
+ same environment
+ same instructions

SAME-BYTES

Counterexample verified: changing only ZIP timestamps changed the bytes in 1000/1000 trials.

PucyHok 3. BapuamugHble 8x00bl HOpMaau3dyromces 0o sviyucaeHus digest.

NCTOYHUK BapuaTUBHOCTH

PeMOHT

SOURCE_DATE EPOCH;

Gate

Bpems = ; CKpHITas TEKyIas JaTa 3alpelieHa
p dukcupoBanHb ZIP timestamp b yimast I bei
JIEKCUKOTpapUIEeCKUll CIIUCOK BXOLOB U
IMopsamok nopsanok obxonma FS He ucnons3yeTcs
BBEIXOZIOB
OpMaThl YHUCeJI U OaT He 3aBUCAT OT
Locale/TZ C.UTF-8 u UTC bop A
MalllMHbL
. abCOJIIOTHEIA IIyTh HE MOMafaeT B
IyTs ${BUILD ROOT?} u path mapping M a
= apredakrTt
TIpaBa ¢ukcuposaHHHIE file modes umask He BnuserT Ha digest
3aMOpOXKeHHHH seed unu
Ciiy4alHOCTh Kpuntorpadudecku 3apUKCUPOBAHHBIHN «CIIy4aWHBIH» TECT BOCIIPOU3BOAUM
entropy input
coptupoBka Kiouei, UTF-8, 3anpeTt .
JSON pTID b cTabunbHOe 6aliTOBOE IPENCTaBIIeHNE

NaN/Inf

B T3-CERT-NUM-001 ommH u TOT e capsule Obin cobpaH mpu pa3HBIX MOPSAKaX HCXOOHBIX (aiinoB u
pa3ubx ¢GukTuBHEIX build roots. Bce 1000 map pmanu upmeHTuuHBle OaiiTHl. KOHTpONbHBIM HauBHBHIM ZIP c
paznuuatromumucs timestamps pasomeéncsa B 1000/1000 ciyuaes.
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5. Dependency lock, SBOM u environment lock

E lock = (runtime, os, arch, locale, timezone, env-vars, build-path-policy)

D lock = {(package i, version i, source i, digest i)}

Range constraint 6e3 paspewéHHo20 Habopa apmegakmos He sisasiemcs dependency lock.

5.1. Python u Dart

s Python B TekyleMm prior art mocTtymneH craHmapT pylock.toml, mpemHa3HavYeHHBIN OJIS BOCIIPOU3BOAUMOM
YCTaHOBKY U COIEpIKaIUN TOUHBIE HCTOUHUKH U Xeltu makeToB. [ Dart application package odurnansaas
OOKyMeHTaIusl pekKoMeHOyeT XxpaHuTh lockfile B cucrtemMe KOHTpPOISI Bepcuy,
pa3BEPTHIBAHKE MCIIOJIH30BAJIM COTTIACOBAHHEIN HaOOP 3aBUCUMOCTEM.

uyTO0OBI pa3paboTKa u

Kopnyc Ha6nioneHue Verdict
KLT 4.14 Python requirements.txt: 8 CTPOK ¢ >=; TOYHBIX ABSTAIN-DEPLOCK
: == HeT; pylock.toml/lock oTcyTcTByeT
KLT 4.14 Flutter 7 caret constraints; pubspec.lock ABSTAIN-DEPLOCK
: OTCYTCTBYET
KLT 5.1 Flutter 9 caret constraints; pubspec.lock ABSTAIN-DEPLOCK
’ OTCYTCTBYyeT
Python stdlib only; runtime 3.13.5
T3-CERT capsule 3adukcuposay; third-party runtime deps PASS-LOCAL
OTCYTCTBYIOT
5.2. SBOM adapters
Mpoduns Ucnonb3yembin cnomn OrpaHuyeHue
SPDX 3.0.1 package/component, relationship, akcmopt dependency ledger

CycloneDX 1

.7

license, external identifiers

components, dependencies, formulation,

: s 9KCIIOPT
declarations, citations p

KLT-RBD status vector math/model/num/emp/legal channels He 3aMeHs

Kypnuwwes ViBaH Bopucosuy - KannHuurpapg - 2026 | 7
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6. Provenance, attestation m nognucob

Attestation = (subject, predicateType, buildDefinition, runDetails)
subject.digest binds the artifact; builder.id identifies the asserted trust base

SLSA-aligned JSON co30aH nokanvHo, HO SLSA level He 3asa8/€eH.

Cnown DYHKUUSA Cratyc T3-v0.14
SLSA v1.2 rng, KOIfia i Kak npoussené artifact; MOJeb II0JIel U IIPOBEPKU
build/source provenance
in-toto Statement subject + predicateType + predicate KOHTeMHeD attestation
Sigstore signature + identity + transparency log TJIaH MOANKCaHMUS BHENIHET 0 receipt
T3 local provenance bullder=local—untrusted; signed=false; NUM metadata only
independent=false

IOPUANYECKAA U HAYYHASA TPAHULLA. TToanucek IOATBEPXKOAET CBA3b MEXIY KIHYOM/UAEHTUYHOCTHIO U

KOHKDPETHBIMY 0aiTaMy IIPU 3asBIEHHON Ipollenype IpoBepku. OHA He JOKA3kBaeT KOPPEKTHOCTH aJITOPUTMA,
WCTUHHOCTDb TEOPEMEL Ui GU3UYECKYI0 BAIMOHOCTD Pe3yIbTaTa.

Qaun t3 vl4 provenance.json HCHonbs3yeT in-toto Statement vl u predicateType SLSA provenance/vl. On
co3HaTenbHO comepkUT kit status.signed=false, slsa level claimed=false u independent runner=false. 3Tto
IpefoTBpallaeT IpeBpallleHre BHYTPeHHeH MeTanHbopManuuu B GUKTUBHEIH trust certificate.

Kypnvwes MBaH BopncoBumy - KannHuHrpag - 2026 | 8




BA30BbIN NMPOEKT KLT-RBD - TOM Il - T3-CERT-v0.14

7. AyauT nporpaMMHbIX nakeTtoB KLT

Entries E;B:s::::':; Lockfiles SHA-256
KLT 4.14 73 14 HET 5d48e7cel845271hb...
KLT 5.1 81 25 HeT d373e55babb5e63fa...
KLT6 root v50 36 4 HeT 0854a90a12148620...
KLT2 v63 37 15 HeT 748513c418eb5ba8c...
Android release v4.80 = 22 7 HeT 36412edaa2276bf8...

7.1. YcTaHOBNEeHHble (paKTbl
e Komuu KLT 4 14 CHECKED BUILD.zip u KLT 4 14 CHECKED BUILD (1).zip n06aifTOBO UTEHTUYHHI.

Kommuu KLT5 1 FLUTTER SDK PACKAGE.zip u KLT5 1 FLUTTER SDK PACKAGE (1).zip mo6aiToBo
UIEeHTUYHEL.

Hu B KLT 4.14, uu B KLT 5.1 He Haugen pubspec.lock; Flutter dependency resolution mosTomy He 3aMOPOKEH.
B KLT 4.14 requirements.txt UCIIOTB3yIOTCS BOCEMb HUKHUX I'PDAHUI] >= 0€3 TOYHHIX BEPCUH U XeIlel.

KLT2 v63 comepxkuT daitnoBbiii manifest, Ho mepeuncienue He cHabxkeHo digest st Kaxkaoro o6HEKTA.

klt6 root v50 comepzkuT cauT/mucTpuOyTUBHLIN CJIOM, HO He equHBIN environment/dependency lock.

OrPAHUYEHME. AynuT onuchIBaeT COCTOSITHUE IepefaHHbIX apxuBoB. OH He YyTBepKOAeT, YTO UHOU UCXOOHEBIN
pemno3utoputi unu Cl-cpema He COmepPKUT OONOTHUTENbHBIX lockfiles.
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8. Release v4.80: manifest integrity n obHapy>xeHHbI#
blocker

records = 17
verified = 16
mismatched = 1
Verdict = ABSTAIN-MANIFEST until repaired

Pesyabmam nosayuyeH npsamoll ceepkoll pasmepa u SHA-256 kaoscdozo embedded file.

KLT v4 80 FINAL INTERNA MANIFEST v4 80.json

L RELEASE CLOSURE DELI o06bsBnsier bytes=0 u g :gf”;;gg‘g%“e"ffﬁ%zo OPEN BLOCKER
VERY MANIFEST.csv SHA-256 mycToro ¢aiina i APy
OcTanbHble 16 3anucen pa3Mep u SHA-256 coBnanu JIOKAIIBHA LEJIOCTHOCTE PASS-LOCAL
TOATBEePXKAeHA

PacxoxkpeHue He WHCIOpaBisaaoch Momda. Tpebyercsi HoBas Bepcuss MANIFEST v4 80.json nu60 HOBBIHM
delivery manifest ¢ cormacoBanubiMH OatiTamu u xemreM. J1o change-set yTBepXkKpaeHHe O IOJMHOM manifest
closure 6nokupyercs.

8.1. Hash map npoBepeHHbIX apXUBOB

Apxus SHA-256

5d48e7cel184527fb7650babf5cd0ad33196d05d36£3b962f22d8

KLT 4.14 a2bdbbcaefa6
KLT 5.1 d373e55bab5e63fa4c5b68688527efd6b53d30b2f71e81827160
: 04b290f999fe
KLT6 v50 0854a90a12148620bff7e4e4cf2bd56e773692d36d9%e1cc6480b
7879db330ela
KLT?2 748513c418e5ba8c89a8a5b931f161230f82e5be2dc95athal3a
v63
a6decb4feda7
release v4.80 36412edaa2276bf82a3b0146b49746dde0c310f1ad5d71df89d9
: 15351ac56763
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9. BbiuucnurenbHbin cepTtudpukat T3-CERT-NUM-001

seed = 20260726
test families = 20
passed = 20000 / 20000

capsule SHA-256 =
d9edc37c9884ff6fb0c7665acf36bbf38e227c082a2bd6b402bb54977c3b3518

Cepmugukam ucnoavdyem Python standard library; aHewHul kamasaoe uau ¢usuyeckue 0aHHble He AHaAU3UpPOB8ANUCS.

[»] NMpoBepka PesynbTaTt
co1 Canoqical]SON independent of 1000/1000
insertion order
co2 Deteljministic capsule is bit-for-bit 1000/1000
identical across roots and source order
co3 ArFifact SHA-256 stable over repeated 1000/1000
builds
co4 Counterexample: timestamp variance 1000/1000
changes naive ZIP bytes
cos Archive members have stable lexical 1000/1000
order
co6 Path normalﬁzation removes dot 1000/1000
segments without escaping root
C07 Path traversal is rejected 1000/1000
C08 Non-finite floats are rejected 1000/1000
co9 gne-byte tampering changes artifact 1000/1000
igest
c10 Embedded manifest verifies all payload 1000/1000

entries

CTATYC. Bce pe3ynbTaThl 9TOM cTpaHulisl uMelotr ctatyc NUM/PROP B saBHO 3amanHoM synthetic carrier. Ouu
He IBIAI0TCS He3aBUCUMBIM EXT-RUN.

Kypnvwes MBaH BopncoBmY - KanuHuHrpag - 2026 | 11
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9.1. MNpoponxxeHne MaTpulbl TeCTOB

C11

C12

C13

Cl4

C15

Cl6

C17

C18

C19

C20

MpoBepka

Environment lock carries
epoch, timezone and locale

Test vector output is stable
and correct

Missing Dart lockfiles trigger
reproducibility blocker

Range-only Python
requirements trigger
dependency-lock blocker

Embedded v4.80 manifest
mismatch is deterministically
detected

Declared-empty but
nonempty CSV manifest is
detected as blocker

Duplicate KLT archive copies
are byte-identical

Unsigned local provenance
cannot promote to EXT-RUN
or EMP-OBS

Verdict engine distinguishes
SAME-BYTES from
divergence

Missing mandatory lock or
external receipt yields
ABSTAIN

9.2. Yto cepTudmKaT aoKasbiBaeT

BuyTpenusis reference-cbopka capsule meTepMUHUPOBaHA IIPU 3asIBIEHHON HOPMaTU3alluH.

9.3. Hero ceptucmkaT He AoKa3bliBaeT

Manudect o6HapyKuBaeT U3MeHEeHHe OOQHOTO 0aiTa 1 mpoBepsieT payload entries.

Pe3ynbTaT

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

1000/1000

NMpumeyaHune

KLT 4.14 and KLT 5.1

{'lines': 8, 'exact': 0, 'ranged':
8, 'caret': 0, 'sdk': 0}

verified=16/17

Gate xkoppekTHO Bo3BpamaeT ABSTAIN npu oTcyTcTBuu 06si3aTenbHoro dependency lock unu external receipt.
IMepemauusie KLT-apxuBE UMEIOT 3aDUKCUPOBAHHBIE XEIIIH; YKa3aHHBIE OyOTUKATH UIEHTUYHHI.
Pacxoxpenue MANIFEST v4_80.json BOCIPOM3BOAKMO U JIOKQJIN30BAHO B OJHOU 3aIlUCH.

TMo6a#ToByI0 Bocmpou3sBoguMocTh mMoMHEIX KLT 4.14/5.1/Android builds: ux cpenst ¥ 3aBUCUMOCTH HE

3aMOPOZKEHEI ITOJTHOCTEIO.

Be3onacHOCTb KOfa, OTCYTCTBUE YSA3BUMOCTEH THO0 KOPPEKTHOCTD BCEX AJITOPUTMOB.
HeszaBucuMocCTh TPOBEPKY, IIOCKOJIBKY 3aIlyCK BHIIIOJIHEH B TEKYIlel aBTOPCKOM pabouei cpere.
QuandecKkyio uCTUHHOCTL V*P, TTH.2, F-1-F-14, PredRep uiu KOCMOJIOTUYECKUX UHTePIIpeTalui.
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10. NMNpoTOoKON HEe3aBUCUMMOIro NOBTOPHOIO 3anyckKa

Independent rerun boundary

Author-side capsule Independent runner

 source hash « fresh machine / container

« environment lock « verify all input hashes
* dependency ledger « rebuild without author intervention
* build command * compare artifacts
« test vectors * sign rerun receipt

» expected artifact hash = publish log and environment digest

T
R
U
S
T
B
(o]
U
N
D
A
R
Y

+ unsigned local provenance

Current status: external receipt absent -> EXT-RUN OPEN; EMP-OBS remains absent.

PucyHok 4. Hezagucumocmb 803HUKAemM mo/ibkKo nocse nepexooda trust boundary.
10.1. NocnepoBaTtenbHocTb EXT-RUN
LWar HeucrBue Bbixop,

ER-1 ITonyuuts capsule u source snapshot u3

input hashes
HEU3MEeHsIeMOro KaHaja

IIposeputs SHA256SUMS u subject

ER-2 : verification log
digest mo pacnakoBku

ER-3 Pa333epHyTb 4nucTyio VM/container nmo environment digest
environment lock

} YcTaHOBUTE TOIBKO pa3pell€HHEIEe .

1eh fes dependency artifacts dependency receipt

ER-5 BBIIOTHUTL POBHO 3aMOPOKEHHYIO stdout/stderr hashes
KOMaHAy 0e3 KOHCY/IbTAIlui aBTOpa

ER-6 CpasHurts artifact bytes u semantic test e
vectors
Tlogmucats rerun receipt u . .

ER-7 ony6nukoBath builder identity signed receipt

ER-8 IIpu divergence coxpaHuTh 06a blocker / change-set

apredaxTa u diff report

10.2. Receipt contract

R ext = (runner_id, independence statement, input hashes, env digest, commands,
outputs, verdict, signature, timestamp)

R _ext absent -> EXT-RUN = OPEN

IToemopHblll 3anyck meM dHce asmopom uau 8 mot dce Henposepsemoll cpede coxpaHsiem cmamyc NUM.
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11. O6bHoBneHue T3-PO

Ob6sa3aTenbCTBO Conep>xaHue CraTyc

BBIYMCIIUTEJIbHBIE CepTI/I(I)I/IKaTLI u

T3-PO-025 PARTIAL-CLOSED / NUM

BOCIIPOU3BOOUMOCTH
T3-PO-149 nonHeIM reproducibility capsule CLOSED-LOCAL / NUM
T3-PO-150 meTepMUHUpPOBaHHas reference-c6opka CLOSED-PROP / NUM
T3-PO-151 environment lock schema CLOSED-DEF
T3-PO-152 dependency lock mmst KLT 4.14/5.1 OPEN
T3-PO-153 SBOM export SPDX/CycloneDX PARTIAL-MAP
T3-PO-154 SLSA/in-toto provenance PARTIAL: unsigned local
T3-PO-155 artifact signature / trusted timestamp OPEN
T3-PO-156 independent EXT-RUN receipt OPEN
T3-PO-157 manifest repair v4.80 OPEN BLOCKER
T3-PO-158 full KLT deterministic build OPEN
T3-PO-159 end-to-end operator integration NEXT

11.1. PeecTtp GnokepoB

ID Bbnokep
B-CERT-001 f/(;ﬂ"l;iﬁ(l).nl;hi};tﬁleosn dependencies He 3aduUKCHUPOBaHHI exact
B-CERT-002 KLT 4.14 Flutter pubspec.lock orcyTcTByeT
B-CERT-003 KLT 5.1 Flutter pubspec.lock oTcyrcTByeT
B-CERT-004 Selll;:(t);l; igﬁlAggéglﬁnfglggDKJGradle toolchain He
B-CERT-005 v4.80 JSON manifest pacxogutcs ¢ CSV delivery manifest
B-CERT-006 KLT2 v63 manifest He comepxkut digest Kaxkmoi 3anucu
B-CERT-007 ilé.gsg;iigﬁed provenance He moanucaHa u builder ne
B-CERT-008 Trusted timestamp oTcyTcTByeT
B-CERT-009 HezaBucumnii EXT-RUN He BHIIOJIHEH
B-CERT-010 EMP-OBS otcyTcTByeT; GU3NUYECKUN CTATyC He IIOBLIIAETCS
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12. Source-cards, KOHTPOJibHbIE XELUU U csieayouias To4Ka

UcTouHMK

Reproducible Builds

Tou4HbIW paspen

Definitions: “When is a build
reproducible?”

Provenance and Build

UpenTudumkatop

official project page

Ponb

prior art / definition

SLSA v1.2 i —— Linux Foundation specification provenance mapping
in-toto fsrgrr)r?é}‘;g?gn integrity CNCF graduated project attestation container
SPDX Specification 3.0.1 Linux Foundation specification SBOM adapter
CycloneDX ggflng‘;aetfl%‘;gésFomulaﬁ°n OWASP / ECMA-424 SBOM and build formulation
Sigstore g‘;ig‘ggxnscigﬁgg’ HalereHE, OpenSSF project signature plan
PyPA Egigfcl;t(l)fgl Specification, lock- official packaging specification Python dependency lock
Dart Glossary: application packages official Dart documentation Flutter lock requirement

should commit lockfiles

12.1. KOHTpoOsbHbIEe Xelln BHYTPEHHUX cepTuukKkaTHbIX 00beKTOoB

Ob6beKT SHA-256

t3 v14 certificate.py fa6f94cd3ff979e8487c6259517424580f226a59a6c18c9952a16
= ’ 8c0125d8839

t3 v14 capsule.zi d9edc37c¢9884ff6fb0c7665acf36bbf38e227c082a2bd6b402bb5
V14 capsule.zlp 4977¢3b3518

t3 v14 dependency ledger.json 9633213dd815883¢964ce5cdd360285df9eb5a4f84aabe05b81
— T = : 35e6e45465d62

. . 1b2bf0e442956c2f3658008438a7413661105da9d61458chdf4

t3 v14 manifest.json 3bdef2348a5a7

13 v14 provenancejson 229b80dd1e703f111e5ec6659428ff69cba641f00771801c9415
- : 0le28e8feea?

3 vi4 results.ison £329926cd2dd8f9f09b43a8adc4ded72379c0df1342882b1df11
SAARS J 4¢cb28072e62d

3 v14 results.txt e2a8ael027c4acb2f5bab181aa%9a94167ac1622a338b5cd03ec9
=T : ca399871f5a6

424637f5¢c96b379939b54362c6f17d3de43fe61514dd4a3cd8ee

SHA256SUMS.txt 5ac8c58dfc93

12.2. [loKka3saTesibHasA rpaHuvua

reproducible NUM certificate != independent EXT-RUN
independent EXT-RUN != EMP-0BS
signature / registry != mathematical or physical truth

truth_layer promotion = 0 coxpaHaemcs 6e3 uckaroueHull.

CNEOYIOLWASA TOYKA. T3-END2END-v0.15: KOMIIO3uIIUg BCeX YaCTUYHEIX orepaTopoB Toma III, mepeHocC
weakest-link status, maTpuna publication gate 1 cKkBO3HOM MHTErpallOHHEIN cepTUDUKAT.
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